Abstract: With the development of cloud computing, the sensitive information of outsourced data is at risk of unauthorized accesses. To protect data privacy, the sensitive data should be encrypted by the data owner before outsourcing, which makes the traditional and efficient plaintext keyword search technique useless. Hence, it is an especially important thing to explore secure encrypted cloud data search service. In this paper, we propose a practically efficient and flexible searchable encrypted scheme which supports multi-keyword ranked search. To support multi-keyword search and result relevance ranking, we adopt Vector Space Model (VSM) to build the searchable index to achieve accurate search result. To improve search efficiency, we design a tree-based index structure. We propose a secure search scheme to meet the privacy requirements in the threat model. Finally, experiments on real-world dataset show that our scheme is efficient.
Introduction
Cloud Computing is a new but increasingly mature model of enterprise IT infrastructure that provides on-demand high quality applications and services from a shared pool of configuration computing resources [1] .The cloud customers, individuals or enterprises, can outsource their local complex data system into the cloud to avoid the costs of building and maintaining a private storage infrastructure. However, some problems may be caused in this circumstance since the Cloud Service Provider (CSP) possesses full control of the outsourced data. Unauthorized operation on the outsourced data may exist on account of curiosity or profit. To protect the privacy of sensitive information, sensitive data (e.g., emails, photo albums, personal health records, financial records, etc.) should be encrypted by the data owner before outsourcing [2] , which makes the traditional and efficient plaintext keyword search technique useless. The simple and awkward method of downloading all the data and decrypting locally is obviously impractical. So, two aspects should be concentrated on to explore privacy-preserving effective search service. Firstly, ranked search, which can enable data users to find the most relevant information quickly, is a very important issue. The number of documents outsourced to the cloud is so large that the cloud should have the ability to perform search result ranking to meet the demand for effective data retrieval [3] . Secondly, multi-keyword search is also very important to improve search result accuracy as single keyword search often return coarse search results.
In this paper, we propose a practically efficient and flexible searchable encrypted scheme. To address multi-keyword search and result ranking, we use Vector Space Model (VSM) [6] to build document index. To improve search efficiency, we use a tree-based index structure which is a balanced binary tree (see the details in section 2.5). We construct the searchable index tree based on the document index vectors. Our encryption scheme can meet the privacy requirements in the threat model. Our contributions are summarized as follows:
(1) We study the problem of multi-keyword ranked search over encrypted cloud data while supporting strict privacy requirements.
(2) With the index tree designed in this paper, the search time complexity close to
r is the number of documents including the search keywords and m is the whole number of documents in the dataset).
(3) We make security analysis for our scheme which proves privacy guarantees. And experiments on the real-world dataset show that proposed scheme is indeed efficient.
Problem formulation

System model
Like in [4] , we consider there are three different entities in the system model: the data owner, the user, and the cloud server respectively. The data owner encrypts document collection DC in the form of C before outsourcing it to the cloud in order to protect the sensitive data from unauthorized entities. And for the purpose of searching interested data, the data owner will also generate an encrypted searchable index I based on a set of distinct keywords W extracted from DC . In the search stage, the system will generate an encrypted search trapdoor based on the keywords entered by the user (has been authorized by data owner). Given the trapdoor, the cloud server will search the index I and then return the ranked search results to the user. As the search results are well ranked by the cloud server, the user can send a parameter k together with search query to get top-k most relevant documents. As the issue of key distribution is out of the scope of this paper, we assume that data users have been authorized by data owner.
Threat model
In our system model, we consider that the cloud server is "honest-but-curious" adopted by most previous searchable encryption schemes [3] [4] [5] . That is to say, the cloud server honestly implements the protocol and correctly returns the search results, but it is also curious to infer sensitive information during execute protocol. In the known ciphertext model, only the encrypted dataset C , the encrypted search query and the searchable index I are available to the cloud server.
Notations
The main notations used in this paper are showed as follows:
• DC -the plaintext document collection, expressed as a set of m documents
• C -the encrypted document collection for DC stored in the cloud server, • W -the dictionary, including n keywords extracted from DC , expressed as } ,... , | { • I -the searchable index tree generated from the whole document set DC .
Each leaf node in the index tree is associated with a document in DC .
• • Q -the encrypted query vector for Q .
• W T~-the encrypted form of W .
Preliminaries
Keywords hash 
Searchable index tree
Our searchable index is a balanced binary tree. In order to make it easy to understand, the document index vector in each leaf node only stores TF information rather than normalized TF weight. Given the document collection
we can build the index tree I . The data structure is built using the procedure, When arrives at a leaf node, the process computes the cosine value between the index vector stored in the leaf node and the query vector as the similarity score. We denote the number of documents that contain the keyword in the search query as r . In the sequential search, the procedure will traverse as many paths as r . So, the search complexity is 
Secure Index Scheme
In order to achieve accurate multi-keyword ranked search, we propose to adopt VSM and cosine measure to evaluate similarity scores. By using the cryptographic methods similar to the techniques adopted in [4, 8] , the document index vector and query are both well protected. The scheme is described as follows:
Setup: In this phase, we initialize our system. The data owner generates the secret key SK . The SK includes: 1) a n -bit vector S which is randomly generated; 2) two n n  also randomly generated invertible matrices } , { and Q using Eq(2). Finally, the cloud server will rank the searched documents based on their similarity scores.
Search efficient
The search process, which is implemented by the cloud server, is composed by computing the similarity scores of relevant documents and result ranking based on these scores. Fig. 3(a) shows the search time for our scheme with different size of dataset. Let r represent the number of documents including the search keywords. From Fig. 3(a) , we can know that the search time is mainly depends on the number of documents in the dataset when r is fixed. Fig. 3(b) shows the relationship between search time and r with same dataset, in which search time is almost linear to r .
Conclusion and Future Work
In this paper, we propose secure search scheme supporting multi-keyword ranked search over encrypted cloud data. We make contributions mainly in two aspects: similarity ranked search for more accurate search result and tree-based searchable index for more efficient searching. In term of accuracy, we adopt the vector space model combined with cosine measure to evaluate the similarity between search request and document and acquire accurate search result instead of undifferentiated result. For the efficiency aspect, we propose a tree-based index structure. We propose a secure scheme to meet privacy requirements in the threat model. Finally, we analyze the performance of our scheme in detail by the experiment on real-world dataset. But, there still exist some problems, such as dynamic update for searchable index. We will do more research in the future. 
